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ERM at TAMU




Enterprise Risk Management iRzt

« Enhancing capability to identify potential events and
establish responses

 Enhancing risk response decisions
* |ncreasing risk consciousness in decision making

* Identifying and managing cross-enterprise risks and
providing integrated responses to multiple risks

* Focusing resources and efforts on key high risk areas
e Improving allocation of resources

« Personnel understanding how mitigating _
activities/controls affect risks — improves compliance

« Employees being part of the solution and active In
iIdentifying and managing risks — improves compliance




Enterprise Risk Management




Common Risk Language EIEEEtg

— Risk

— Risk Ranking

— Mitigating activities/strategies

— Risk assessment
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Categories of Risk

o H : - /Affects reputation, public
o _e_ctst < U_n|ver5|tys perception, political issues,
ability to achieve goals and

. " etc.
objectives, and competitive .
and market risks, etc. Rl S kS

Affects, fraud, loss
Affects compliance with of assets,
laws and regulations, safety technology risks,
and environmental issues, etc.

litigation, conflicts of
interests, etc.

Affects on-going
management processes
and procedures, etc.




Performing a Risk [ | TEXAS AsM
Assessment

Arrange information gathering and meetings with
division/dept. head

Meetings typically consists of three 2-hour sessions
several days/week apart

Attendees include division/dept head, direct reports,
and others (ideal group size depends on unit)

Two person team leads the process - a facilitator and
a scribe; unit coordinator

Efficient process includes prep before and homework
after meetings




Risk Assessment Steps Kkt

Review mission/strategic plan/goals/objectives

|dentify activities

ldentify and rank risks

ldentify and document mitigating activities

Review monitoring and executive reporting
processes

Follow-up with a walk-through review




Risk Assessment Tools Rz




Risk Assessment Tools T | TEXAS AsM
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Excel Worksheets — Risks




Ranking the Risks IRiNEs

Impact Probability
Effect on achieving Likelihood that the
objectives, the risk will happen
consequences

High High

will happen frequently, occurs
often, on-going event, predictable,
one-time event that recurs

show-stopper, significant injury or
death, large loss (>50% of budget),
criminal penalty, loss of program,
liability

Medium

will happen infrequently,
sometimes occurs, unpredictable

Medium

inefficient and moderate loss or
extra or re-work, fines, minor injury

Low

will seldom happen, infrequent,
rarely happens, has not happened

Low

little to no effect, warning, extra
work, reprimand, limited loss



Risk Assessment Tools
Risk Footprint example
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Mitigating Activities




Risk Assessment Tools

Mitigating Activities example

] |

Lack of a
Not coordinated
Noncompliance rewarding research
with policies, Untimely academic admin. Unfunded giellle\Wisle}

rules, laws reporting excellence  structure mandates [felgel{elefe]




Monitoring and
Exec. Level Reportinc




URC Follow-up




Risk Assessments
at TAMU




Major Risks Facing
the Universit




Major Risks Facing
the Universit




Major Risks Facing
the Universit




Hot Audit, Risk, and

Compliance Topics

Current Audit, Risk, and Compliance Issues

— Governance
— Safety

— Compliance
— Monitoring
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Governance Al

e Mission, goals and objectives, strategic
plans

— Performance measures

— University procedures
e Rules and SAPs
« \Written procedures

— Succession planning
— Risk management
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Safety Al

o Safety Program
— Training (safety champions)
— Safety committees (oversight, lab safety, fieldwork safety)
— Safety training standards (safety manual, lab manuals)
— Safety Hotline [http://safetyhotline.tamu.edu/]

e Business Continuity and Disaster Recovery

— Planning for disasters, open campus events

— Emergency Preparedness [www.tamu.edu/emergency], Task Force on
Campus Emergencies, Code Maroon

* Risk and Misconduct Hotline (Ethics Point)
— Implementation March 2008
— System steering committee

e Camps and Enrichment Programs

— Types of activities, waivers, insurance, personnel screening
[Rule 11.99.99.M1]
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Compliance Al

o Security of sensitive/confidential information and
privacy concerns

— FERPA, HIPPA (emaill, phone calls, hard copies)

[University Rule 13.02.99.M1]; See University’'s FERPA policy at
http://admissions.tamu.edu/Registrar/General/FERPA.aspx

— Portable computing devices (laptops, jump drives, etc.)
[University Sap 24.99.99.M1.16 ]

— Personal information (personal files, payroll, checks, etc.)

[University SAP 24.99.99.M1.24, Sensitive Personal Information]
o Conflict of Interest (system Policy 07.01]
« Effort Reporting
e External reporting (Accuracy, Integrity, Timeliness)
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Monitoring Al

e Executive, supervisory, and operational
levels
— Contracts [university Rules 25.07.99.M1 and 25.07.99.M2]
— Procards and accounts payable
— Continuing education
— Account reconciliations/verifications

— Segregation of duties
 Revenues — cash handling, accounts receivable
e Disbursements — receiving, approving




Questions? T | TEXAS

University Risk and Compliance Web Pages:

e Contact information

* Link to Risk Management
* Link to Compliance

e Link to TAMU Rules/SAPs

« ERM Information

 Risk Assessment Tools
— Excel files and instructions
— Risk dictionary

 Presentations

 Code of Conduct
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http://urc.tamu.edu/
http://universityrisk.tamu.edu/
http://compliance.tamu.edu/
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